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NASCSA Data Integrity Guide for PMP Administrators

Data integrity is essential to all prescription monitoring programs (PMP) to ensure they provide accurate and up to date
information to program users. This guide is intended to help PMP administrators increase the quality of prescription
information submitted to their programs. It includes recommendations to manage errors, warnings, and additional indicators of
poor data quality.

This guide provides three differing levels of validation for PMP admins to review. Level 1 indicates an obvious error with the
information submitted and recommends the information not be ingested into the program database. The data submitter should
be notified of the error. Level 2 indicates there is likely an error with the information, but the information can be uploaded. The
data submitter can be notified with a warning of possible data quality issues. Level 3 information indicates possible outliers
and identifies opportunities for administrators to create reports or dashboards to monitor possible data issues. By setting
thresholds in these reports/dashboards, common data entry errors may be found. This allows for a deeper dive into information
and may require contact or communication with the data submitter.

Validations not addressed in this guide are American Society of Automation in Pharmacy (ASAP) formatting standards and
omitted required fields. These issues are considered universally unacceptable. If submitted data does not conform to a PMP’s
required ASAP version, it should not be ingested. An example of an ASAP standard format violation is submitting anything
other than a 01 or 02 in the species code field (ASAP Field PAT20). Another example would be submitting a negative number.
Each PMP has designated required fields. If the data submitter leaves a required field blank, the submission should not be
ingested.

Table 1 outlines the recommendations by category and level. The categories are Patient, Pharmacy, Prescriber, Compound

Dispensation and Dispensation. The recommendations are labeled level 1, 2 and 3 as described above. Table 2 includes more
details about level 3 recommendations to help administrators create custom reports.
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Table 1. Data Integrity Recommendations by Level

Patient Fields (PAT)
Field ASAP Level 1 Level 2 Level 3
Description Field
Patient ID PATO3 Fake identifiers. *
Last Name PATO7 Patient = Prescriber. *
Review for nicknames.
Review for fake names.
First Name PATO8 Review for fake names. *
Review for change in last name.
Special characters in name fields.
Address PAT12 Patient address = pharmacy address. *
Phone Number | PAT17 Phone number = dispenser/prescriber phone number
Date of Birth PAT18 Greater than 110 years old. For states that collect veterinarian prescriptions under the
Earlier than fill date, written animal demographics, DOB > 25 years of age. *
date or present date.
Pharmacy Fields (PHA)
Field ASAP | Level 1 Level 2 Level 3
Description | Field
NPI PHAO1 | Must be 10 digits. Valid checksum **, but not found in | NPI number must start with a 1 or 2.
database. NPI checksum. **
DEA PHAO3 | Valid checksum ** Valid checksum **, but not found in | Validate against DEA registry for active
database. status.
Address PHAO05 Patient address = pharmacy address.
Pharmacy PHA13 | Validate for drugs of
Permit/ concern against state
License provided list.
Number
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Table 1. Data Integrity Recommendations by Level continued

Prescriber Fields (PRE)

Field ASAP | Level 1 Level 2 Level 3
Description | Field
NPI PREO1 | Mustbe 10 | Valid checksum **, but | Ensure that NPI number is registered to prescriber and not
digits. not found in database. pharmacy.
NPI number must start with a 1 or 2.
DEA PREQ2 | Valid Valid checksum **, but | DEA number should be validated against DEA registry for active
checksum not found in database. status.
ok DEA number should not start with X (X-Waiver).
State PREO4 Validate against state database, if needed.
License
Number
Last Name PREO5 First 3 letters of prescriber’s first name match name associated
with submitted credentials, if PMP requires both credentials and
name fields to be submitted.
First Name PREO06 First 3 letters of prescriber’s first name match name associated
with submitted credentials, if PMP requires both credentials and
name fields to be submitted.

Compound Drug Ingredient (CDI)

Field ASAP | Level 1 Level 2 Level 3
Description | Field
Product ID | CDIO3 | Must be Valid, but not a
(NDC) valid a monitored substance.
NDC
Compound | CDI0O4 | Cannot be 0 Review submissions >1000 gm, >900 tabs, >2000 ml.*
Ingredient
Quantity
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Table 1. Data Integrity Recommendations by Level continued

Dispensation Fields (DSP)
Field ASAP Level 1 Level 2 Level 3
Description | Field
Date Written | DSP03 Cannot be in the future Date written compared to date filled is greater than controlled
and cannot be after the substance prescription expiration date (per state law).
fill date.
Refills DSP04 | Refills on a schedule 11
Authorized (depending on state law)
Date Filled DSP05 | Cannot be before written
date.
Cannot be a future date.
Cannot be greater than
state law retention
schedule.
Refill DSP06 | Cannot be on Schedule Compare refill number to previous fills and review for
Number II. missing submissions.
Product ID DSP08 | Must be valid a NDC Valid, but not
(NDC) (Can be 99999 for a monitored
compounds) substance
Quantity DSP09 | Cannot be >Qty Review thresholds of >5400 ml, 5400 ea, >2000 gm*
Dispensed prescribed +refills.
Cannot be 0 or less,
limited decimal points
Days’ Supply | DSP10 | Cannot be <0 or >366 Thresholds based on state laws. For example, if state law
limits days’ supply to 30 days on CII.
Drug Dosage | DSP11 Validate formulation against units submitted, for example if it
Units Code is a liquid, it should be reported in ml
Partial Fill DSP13 Compare quantity prescribed to quantity dispensed to verify
Indicator partial fill.
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Table 2. Details of Level 3 Recommendations

Field Description | ASAP Field | Level 3 Details

Patient ID PATO03 Based on your PMP ID requirements, validate based on the ID required. For example, if
SSN is required then any SSN with a 666 would be invalid per SSN formatting rules. **
Or invalid Driver’s License numbers based on state rules.

Last Name PATO07 Can help with patient matching by finding patient profiles with variations of first name.
For example, Bob Jones and Robert Jones with same DOB and address. Please note this
report can also identify twins and they should not be merged. Can also identify special
characters used in the name field.

Report details: same last name, different first name, same DOB, same address

First Name PATOS Can help with patient matching by finding patient profiles that have gone through name
changes, hyphenated last names or special characters used in the name field.
Report details: same first name, different last name, same DOB, same address

Address PAT12 Patient address may legitimately be pharmacy address if patient is in long term care
facility, correctional facility or other scenarios where a dispenser is located in the
facility.

Date of Birth PAT18 If a PMP requires animal demographics for vet prescriptions, can identify if a dispenser
is submitting fake DOB for the animal or the owner’s DOB.

Report details: Animal prescription and age > 25 y.o.

Compound CDI04 These thresholds may vary per PMP. For example, veterinary prescriptions may exceed

Ingredient these and consider excluding them. Consider reviewing days’ supply with these

Quantity thresholds, for example a 90-day supply may legitimately exceed the thresholds.

Quantity DSP09 These thresholds may vary per PMP. For example, veterinary prescriptions may exceed

Dispensed these and consider excluding them. Consider reviewing days’ supply with these
thresholds, for example a 90-day supply may legitimately exceed the thresholds
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Resources:

American Society of Automation in Pharmacy (ASAP) Website:
https://asapnet.org/

ASAP Format Information (Appendix A) from Dispenser Guides:
ASAP 4.1 (Iowa) - https://dial.iowa.gov/media/7113/download?inline=
ASAP 4.2 (Delaware) https://go.bamboohealth.com/rs/228-ZPQ-393/images/DE-
Data_SubmissionDispenserGuide v2.2.pdf
ASAP 4.2A (Montana) https://boards.bsd.dli.mt.gov/_docs/pha/MT-Data-Submission-Dispenser-Guide.pdf
ASAP 4.2B (Arizona) https://pharmacypmp.az.gov/sites/default/files/2022-
03/AZ%20Data%20Submission%20Dispenser%20Guide_v%202.4.pdf

DEA Registration Validation Database:
Request access via this form - https://omb.report/icr/202112-1117-001/doc/117398100
DEA registrant database (once access is approved) - https://apps.deadiversion.usdoj.gov/RDA/login

NPI Checksum Information:

https://www.cms.gov/Regulations-and-Guidance/Administrative-
Simplification/NationalProvidentStand/Downloads/NPIcheckdigit.pdf#:~:text=The%20NPI1%20will%20consist%20of
%209%20numeric%?20digits,issuer%?20identifier%200n%20a%?20standard%20health%20identification%?20card.

NPI Registry:
https://npiregistry.cms.hhs.gov/search

SSN Validation Rules:

The Area Number (first 3 digits) cannot be 000, 666 and 900-999. Group number (digits 3 and 4) cannot be 00.
Serial number (last 4 digits) cannot be 0000.
https://www.ssa.gov/employer/randomization.html

NASCSA website
https://www.nascsa.org/

* See Table 2 (page 5) for details ** See Resources Section (page 6) for details
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